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LOS ALAMOS CCS FORMAL COMPUTER SECURITY MODEL#*

Jared S. Dreicer, William J. Hunteman, and J. T. Markin
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ABSTRACT

This paper provides a brief presentation of
the formal computer security model currently being
developed at the Los Alamos Department of Energy
(DOE) Center for Computer Security (CCS). The
need to tes. and verify DOE computer security
policy implementation firat motivated this effort.
The actual analytical model was a result of the
integration of current research in computer secu-
rity and previous modeling and research experi-
ences. The model is being developed to define a
generic view of the computer and network security
domains, to provide a theoretical bagis for the
design of a security model, and to address the
limitations of present formal mathematical models
for computer security. The fundamental objective
of computer security is to prevent the unauthor-
ized and unaccountable access to a system. The
inherent vulnerabilities of computer systems re-
sult in varionus threats from unauthorized access.
The foundation of the Los Alamos DOE CCS model is
a series of functionally dependent probability
equations, relations, and expresaions. The modal
is undergoing continued discrimination and
evolution. We expect to apply the model to the
digcipline of the Bell & LaPadula abstract sets
of objects and svbjects.

INTRODUCTION

This paper has three goals: (1) to introduce
the Los Alamos Center for Computer Security CCS
(LACCS) model, (2) to briefly introduce and dis-
cuss computer security, and (3) to discuss the
future direction and application of this work.

*This work ls supported by the U.S. Department of
Energy, Office of Safeguards and Security, Compu-
te- and Technical Security Branch.



Other formal models have been develuped; two
of the most prominent are the Bell & LaPadula and
the SRI International models. Both of these
models have undergone scrutiny and analysis for
years, and it is generally agreed that they are
adequate for the development of 4 secure sys-
tem.l»2  Furthermore, both the Bell & LaPadula
and the SRI Intermational models have provided
insight into the development of multilevel secure
systems. The LACCS model attempts to alleviate
the limitations of these other models.

Application of the formal models to securing
a computer system requires consideration of all
aspects of computer sgecurity. Tiese aspects in-
clude the traditional hardware and software, as
well as the operating environment of the computer
system.

COMPUTER SECURITY

The fundamental objective of securing a com-
puter system is to prevent or deter unauthorized
or unaccountable access to the system and the in-
formation being procegsed or stored (very similar
to safeguarding nuclear material). This objective
requires a holistic approach to security that goes
beyond the traditional hardware and software views
of computer gecurity. The vulnerabilities in the
computer system hardware and software have re-
ceived the most attention in previous research
that focused on evaluating the likelihood that a
given threat would succeasfully exploit hardware
or software vulnerabilitics.

However, the operating environmeat for the
system provides a larger, and possibly easier to
explolt, range of vulnerabilities. The threat
agent's goal is to achieve unauthorized disclo-
gure, modification, or destruction of information
or hardware regardless of where the vulnerability
exists. The LACCS model provides an integrated
view of the system and its operating environment.
The model supports a global view of the system
while addressing the threat agent's perspective.

The total environment of a secure computing
syitem often receives relativeiy little attention
when one considers threats against the informa-
tion. Vulnerablilities in the operating environ-
ment (procedural issues) can contribute to vul-
nerabilitlies in some of the system security mecha-
niams. Extreme saltuations have been observed



where a breakdown in the procedures has negated
many of the information protection mechanisms.

Another avenue of system attack for the
threat agent is to deny authorized use of the
computing system. Use can be denied through a
variety of techniques. The introduction of faulty
circuit boards or microcode can deny use and per-
haps physically damage a system. Software actions,
including introducing a virus, can cause a system
to frustrate or not respond to its users with the
resultant effect that the system is not used in
an effective manner.

Use of the system can also be denied through
a variety of techniques that do not require access
to the system hardware or software. The introduc-
tion of commonly available chemicals into the
heating and ventilation system for the computer
facility can regsult in the shutdown and evacuation
of the entire facility. Frequent falgse alarms,
e.g., bomb threats and fire alarms, can also deny
use of the system.

Threats resulting in the disclosure, modifi-
cation, or destruction of information can be
achieved through a wide variety of operations
specific to the information scnsitivity and the
computing system being attacked. However, most
of these actions are accomplished through problems
or difficulties in information management and the
authorization, enforcement, and verification meth-
odologlies employed in the system.3 Somn specific
DOE areas affected by the methodologies are

- wuser authentication and authorlzation, e.g.,
personnel clearances, physical access con-
trols, and software mechanisus for authenti-
cation and authorizat!on;

- information management, e.g., configuration
management of hardware and software, discre-
tionary and mandatory access controls, backup
of senaitive information, accountability,
marking of objects, and assurance testing;

- communications, e.g., construction of secure
communications faclllitles; and

- operating procedures, e.g., clearing and
sanitization of etorage vbjucts and rellable
marking of human readable ovutput.



Previous work in computer security models,
e.g., Bell & LaPadula,® and other research have
concentrated on authorization and classification
levels of information and information management.
These models have not incorporated the issues in-
volved in defining the necessary secure environ-
ment for the system. The LACCS model provides a
comprehensive framework for considering all com-
puter security issues.

LACCS MODEL

In an analytical manner, the LACCS model
incorporates the computer security concerns and
issues briefly discussed in the introduction and
the previous section. Further, the LACCS model
goes beyond simply characterizing the DOE computer
gsecurity policy; it addresses generic problems of
computer security.

A generic model is required to support the
capability to consider "what-if" questions in the
computer security and network domain. Thias is
necessary because of the speed and frequency of
technological change in computer science research
and the computer industry (hardware and soft-
ware).) New computer system ronfigurations and
vopclogles, communication and design protocols,
threats, vulnerabilities, and operating method-
ologies are continuously developed and used. The
ability to employ these technological developments
or counter them depends on the capability to de-
termine their operational effactiveness.

Applying the LACCS model to subjects and
objects in terms of the Bell & LaPadula model
definition essentially requires mapping these
abstract gets to the equivalent abstraction 1in
the LACCS model. However, the perspective of the
Bell & LaPadula modcl is fundamentally different,
in that 1t indicates whether or not the system
state is gecure. The comprehensive system state
ls determined by the combination of all transition
statesa. [f each transition gtate is secure, then
the resultiug system state is gecure; this is
known as the Basic Security Theorem.® Security
is defined in terms of the relationship between
the clearances of subjects and the classification
of systam objects. As long as the rules and domi-
nance relation with respect to access control and
management are observed, security is maintained.



For the LACCS model, two perspectives are
associated with security: the attacker's (in-
sider, agent, and hacker) and the defender's (com-
puter system security officer). In terms of sub-
jectg and objects, the attacker and defender, as
well as the functioning computer system, are all
subjects (active entities), and the information
resident on the computer system is an object (pas-
sive entity).

The following probability equations and rela-
tiong abstractly describe the essential subsystem
and interface components from the standpoint of
the two security perspectives and from a physical
computer and network systems outlook. Equation
(1) results in a measure of the security expect-
ancy (Sg) for the modeled system: the defender's
ultimate consideration.

Se = 1.0 - De (1)

Equation (1) is defined in terms of subjects and
objects, since damage expectancy (Dg) is com-
posed of both active and passive entities. The
security expectancy measure is the comprehensive
result of the model. The security expectancy
(S¢) and the damage expectancy (D.) for a system
are inversely related.

Designers of a system are concerned with the
security expectancy for actual or proposed sys-
tems. Both system security developers and at-
tackers are interested in the damage expectancy
for the systems, but for distinctly different rea-
sons. Damage expectancy is determined by threat
arrival, which is a concern for gecurity devel-
opers ard attackers, and threat damage, which igs
a concern for system designers. Damage expectancy
is principally related to subjects, but the sub-
jects have objerts as components, indicated in the
following discussion. Equation (2) demonstrates
the relation.

De = F(Tad' Td' Taa) (2)

Threat arrival for defender (T,q) is re-
lated to the penetrability, resistivity, and dis-
crimination reliability of the system to the



entrance of a threat element. The remaining com-
ponents, threat damage (T4q) and arrival of at-
tacker threat (Taa), are discussed below. Equa-
tion (3) depicts the factors that affect the
threat arrival.

Tad = F(Tsps' spts’ Sr) (3)

Tgps is the survivability of the penetrating
threat, an active subject, before entering the
system. Sj,pg, a subject, is the pre-threat sur-
vivability of the system. Sy is the system
reliability, a subject. These factors are depend-
ent upon the threat access mechanism and implemen-
tation and the system integrity.

Threat damage (T4) 1is dependent on the
system's vulnerabilities, information sensitivity,
mission criticality, and resilience to disclosure
and deterioration. These components are repre-
sented in Equation (4).

T, = F(Vn. Ic. M

d » S .0 S ) (4)

c rdi rdt

V, is the vulnerability or hardness of the sys-
tem: this is an object. Is is the highest clas-
sification of information resident on the system:
this is an object. M, 1s a measure of the national
importance of the systrem: this is an object. S,qi
and S,4. are indicators of the capacity of the
system to limit informatimrn exposure and recover
from deterioration. These factors result from the
integration of subjects and objects.

Threat arrival for attacker (T,,) 1is de-
termined by the penetration initiation, success,
and potential. Equation (5) presents the rela-
tion.

Taa = F(Tatp' Tp/a' Th/a) 5)
Tatp is a threat attempt: a subject. Tp/ﬂ
is a threat penetration given an attempt: a sub-
ject. Tpya is the harm that results from a

successful penetration attempt. These components
Jdepend on the threat prevention and access mecha-
nisms and the type of methodology and implementa-
tion. The interpretation of Tz, can range from
representing a system that has been destroyed
(Taga = 1.0) to one that has been harmed (0.0 <
Taa ¢ 1.0).



CONCLUSIONS

The LACCS model was recently formulated and
is in the process of examination and refinement.
The model has undergone several modifications to
better confurm to the computer and network domain.
The authors intend to use the model as a top-level
definition of a secure system. Further work will
identify the similarities and differences between
the Bell & LaPadula objects and subjects and the
LACCS model terminology. Additional work is
planned to apply the LACCS model to the develop-
ment and review of secure systems and networks.
Due to the generic nature of the model, applica-
tion to other fields is possible; in particular,
nuclear safeguards appears to be a prime candi-
date.
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